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It can be tempting to put compliance on the back burner, but addressing it now can save 
you significant time, cost and stress later. 

 

Public sector buyers, and increasingly the large private customers above you in the supply chain, no longer just 
ask whether you can make the product. They ask whether you are safe, legal, insured, certified and 
demonstrably responsible before they will let you near a contract. Manufacturers that ignore this do not usually 
find out gently. They find out when a bid is thrown out at the first gate, or when a regulator arrives after 
something has already gone wrong. 

This report gives the cold, hard facts as they stand today and over the next five years. After each fact you will see 
exactly which specialist inside the YBSL Cure Alliance closes that gap. Two distinctions run through everything 
that follows, and they matter: 

▪  Some things fine you. Health and safety, employment law and data protection are enforced by regulators. No 
tender is needed to trigger them, and the penalties are real. 

▪  Some things cost you the contract. Cyber Essentials, insurance, financial standing and social value do not carry a 
government fine, but without them you are eliminated or out-scored before a human reads your bid. 

 

 

The honest second distinction:  a few of these duties only become law once you pass a size threshold. Below it, the 
law does not compel you — but your biggest customers demand the same evidence in their tender questions anyway. 
The head-in-the-sand risk is real either way; only the reason differs. 
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   The whole picture at a glance 

 

Where each requirement bites, who it applies to, and the YBSL specialist that handles it. 

Requirement Bites you as Who it hits YBSL service 

Health & Safety Fine Every manufacturer Health & Safety · ISO Consultant 

Employment law (ERA 2025) Fine Every employer HR & Employment Law 

Data protection (UK GDPR) Fine Every manufacturer Cyber / vCISO · Solicitor 

Cyber Essentials Lost bid Anyone tendering Cyber / vCISO · MSP 

Insurance cover & format Lost bid Anyone tendering Insurance Broking 

Financial standing Lost bid Anyone tendering Chartered Accountant 

ISO 9001/14001/45001/27001 Lost bid Larger contracts ISO Consultant 

Social value (up to 20%) Lost bid Public tenders Bid Writing · HR · Training · ESG 

Carbon Reduction Plan Both Threshold + contracts Sustainability / ESG 

Modern Slavery statement Both £36m+ / by contract HR · Web & Digital 

Contract terms & liability Lost bid Anyone signing Commercial Solicitor 

Website evidence Lost bid Anyone tendering Web Design & Digital 
 

Note:  “Fine” = a regulator can penalise you. “Lost bid” = you fail a gate or lose marks. “Both” = statutory above a size threshold, and 
demanded contractually below it. 
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PART 1   What fines you today 

 

Employment law changed on 6 April 2026 — and it is being enforced now. 

The Employment Rights Act 2025 is law. Statutory sick pay and paternity and parental leave are now day-
one rights, the protective award for getting a collective redundancy wrong has doubled to 180 days' pay per 
employee, and a new Fair Work Agency began enforcing on 7 April 2026. From 1 January 2027 the unfair 
dismissal qualifying period drops from two years to six months. A manufacturer with old contracts and 
informal “manage them out” habits is carrying live tribunal exposure today. 

HOW YBSL FIXES IT   HR & Employment Law. 
Reviews and updates your contracts, probation and dismissal processes, pay and EDI policies, and your Modern 
Slavery position — so the exposure is closed before it becomes a claim, and the same evidence feeds your 
social value score. 

 

Health & Safety carries the heaviest fines in the building. 

HSE fines scale with turnover and run into millions for serious breaches; the Corporate Manslaughter Act 
carries unlimited fines and directors can face personal prosecution. For a business with machinery this is 
the single largest penalty risk you hold, and it is assessed at the Selection Questionnaire stage on virtually 
every public contract. 

HOW YBSL FIXES IT   Health & Safety, with the ISO Consultant. 
Audits your H&S documentation, produces your written policy and RAMS, runs COSHH, manual-handling and 
fire assessments, and prepares CHAS / SafeContractor accreditation — aligned with ISO 45001 so one set of 
evidence satisfies both the regulator and the buyer. 

 

A data breach can cost up to £17.5m or 4% of turnover. 

UK GDPR is fully in force. The ICO can fine up to £17.5m or 4% of global annual turnover, and a reportable 
breach must reach the ICO within 72 hours. If you process a customer's data, your Data Processing 
Agreement pins the liability on you — so a weak cyber posture is not just an IT problem, it is a contractual 
and financial one. 

HOW YBSL FIXES IT   Cyber Security / vCISO, with the Commercial Solicitor and Web & Digital. 
The vCISO handles your GDPR position, incident response plan and the DPA with the buyer; the Solicitor makes 
your Master Services Agreement defensible; and Web & Digital ensures your privacy policy, cookie consent and 
data-handling notices stand up to due diligence. 
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PART 2   What costs you the contract 

 

Cyber Essentials is now a hard gate — and from April 2026 it got stricter. 

Cyber Essentials is increasingly the floor you must clear even to bid. There is no government fine for lacking 
it — but you are eliminated from the tender, and if a required certificate lapses you can breach the 
contract. From 27 April 2026, missing the 14-day window for a critical or high-risk patch is an automatic 
failure, multi-factor authentication is mandatory across all cloud services, and cloud can no longer be 
excluded from scope. 

HOW YBSL FIXES IT   Cyber Security / vCISO, with the MSP and Hardware partners. 
The vCISO assesses you against the five controls and runs the certification; the MSP keeps patching inside the 
14-day rule with automated management and endpoint protection; Hardware & Infrastructure secures firewall, 
switch and device configuration to the standard. 

 

Insurance is one of the most common reasons manufacturers fail at the questionnaire 

stage. 

Public and Employers' Liability, Professional Indemnity and Product Liability must be held at the cover 
levels the buyer specifies, and the certificates must show the right detail in the right format. Under-insured, 
wrong format, or missing a policy, and it is a straightforward fail — before anyone assesses your capability. 

HOW YBSL FIXES IT   Insurance Broking.  
Audits your schedule against the buyer's minimum requirements per section, sources the correct PL, EL, PI, 
Product and Cyber Liability cover, and issues compliant certificates in the format the tender portal requires — 
nothing over-insured, nothing missing. 

 

Financial standing is a gateway criterion on every contract. 

Buyers check turnover against contract value, filed accounts, and financial ratios such as current ratio, 
gearing and interest cover. Newer businesses without three years of filed history fail unless the right 
management accounts and accountant's letters are prepared. Key-person dependency is now assessed as 
part of business-continuity due diligence too. 

HOW YBSL FIXES IT   Chartered Accountant, with Key Person Insurance. 
Prepares accounts in the format evaluators expect, produces management accounts and accountant's letters 
where filed history is thin, and monitors the ratios buyers test; Key Person cover evidences resilience where one 
or two people hold the contract together. 
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ISO certifications are the language of public procurement. 

ISO 9001 is now table stakes. ISO 14001 (environmental) and ISO 45001 (health & safety) are increasingly 
required rather than requested, and ISO 27001 appears on larger or data-heavy contracts. Many 
manufacturers hold 9001 alone and are quietly screened out of everything that asks for the others. 

HOW YBSL FIXES IT   ISO Consultant. 
Runs a gap analysis against your target standards, builds and implements each management system, and 
project-manages the UKAS-accredited audit — then keeps you certified through annual surveillance, mapped to 
the specific tender sections each standard unlocks. 

 

Social value is up to a fifth of the marks — and most 

manufacturers score near zero. 

Under the Procurement Act 2023, award moved from cheapest-compliant 
to “most advantageous tender,” letting buyers weight social and 
environmental outcomes. A 10% weighting is the recommended minimum, 
flexible up to 30%; Essex County Council applies 20%. The trap: 
manufacturers already do local hiring, apprenticeships and community 
work — but cannot evidence or quantify it, so they leave those marks on 
the table. 

 
  HOW YBSL FIXES IT   Bid Writing, with HR, Training & Skills and Sustainability. 
  Bid Writing turns what you already do into scored, KPI-trackable commitments using the Social Value TOM System; 
HR evidences EDI and wellbeing, Training evidences apprenticeships and STEM outreach, and Sustainability supplies 
the environmental commitments — so the 20% is captured, not gifted to a competitor. 
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Carbon: a Reduction Plan is scored in tenders, and reporting is coming down the size 

scale. 

Statutory carbon reporting (SECR) is mandatory only for large companies — broadly two of: £36m turnover, 
£18m balance sheet, 250 employees. Below that there is no legal duty yet. But a published Carbon 
Reduction Plan is now scored as social value, buyers demand Scope 1, 2 and 3 data in questionnaires 
regardless of your size, and the reporting net is widening toward mid-sized firms over the next few years. 

HOW YBSL FIXES IT   Sustainability / ESG, with the ISO Consultant and Web & Digital. 
Produces a compliant Carbon Reduction Plan and Scope 1/2/3 measurement, guides ISO 14001, and covers 
EPR, WEEE and RoHS where relevant; Web & Digital publishes the plan where buyers look for it. 

 

Modern Slavery: legally required above £36m turnover — demanded contractually well 

below it. 

A Modern Slavery statement is a legal obligation only once turnover reaches £36m. Most manufacturers in 
the 10–500 employee band sit under that. But larger customers require one in their tender questions 
anyway, and evaluators check your website for it — so for most firms it is a commercial requirement, not a 
statutory one, and its absence still loses the work. 

HOW YBSL FIXES IT   HR & Employment Law, with Web & Digital. 
HR produces the statement and the supply-chain audit behind it; Web & Digital publishes it correctly on your 
site alongside your other required policies. 

 

Buyer contract terms are not written in your favour. 

Standard contract terms often set liability caps and clauses that conflict with your insurance conditions or 
operating model. Sign as-is and you can be exposed on force majeure, limitation of liability, termination or 
TUPE. Missing an Anti-Bribery or Whistleblowing policy is also now a common questionnaire fail — and the 
failure-to-prevent-fraud offence raises the bar again for larger firms. 

HOW YBSL FIXES IT   Commercial Solicitor. 
Reviews and redlines the terms before you sign, aligns your liability cap with your PI cover, and drafts the Anti-
Bribery, Whistleblowing and conflict-of-interest policies buyers expect. 

 

The first thing a buyer does is look at your website. If it is not current, you are out. 

During due diligence, evaluators go straight to your site to verify your certifications, Carbon Reduction Plan, 
Modern Slavery statement and privacy policy. If your ISO logos are stale, your CRP is missing or your 
policies are not published, the tender is over before your bid is read — however good the product. 

HOW YBSL FIXES IT   Web Design & Digital. 
Audits your site for the exact content buyers check, publishes your CRP, Modern Slavery statement and privacy 
policy correctly, builds capability and accreditation pages for due-diligence searches, and keeps everything 
current as certifications renew. 

  



The Bid and Tender Cure for UK Manufacturers·   Every Step. Every Specialist. Every Time. YBSL © 2026  ·  Page 8 

PART 3   What is coming — the next five years 

 

None of this is settled history — it is the direction of travel a manufacturing MD needs on the radar now, 
because the lead time to comply is measured in months, not weeks. 

 

 

The Cyber Security & Resilience Bill will reach you through your supply chain. 

The Bill is not law yet — expected to pass during 2026, with phased implementation possibly running to 
2028. Manufacturing is not currently named in direct scope, but it regulates managed service providers for 
the first time and creates “designated critical suppliers,” making supply-chain cyber resilience a statutory 
obligation. In practice your large customers will push those requirements down to you contractually, well 
before the law names you. 

HOW YBSL FIXES IT   Cyber / vCISO, with the MSP and OT & ICS partners. 
Positions your cyber posture, incident response and supplier due-diligence documentation now, so that when 
the first flow-down request arrives you answer it in days rather than scrambling. 

 

Ransomware rules are coming — and the real message is: be able to recover without 

paying. 

The proposed payment ban targets the public sector and critical national infrastructure, not a typical 
manufacturer. What will reach everyone else is a duty to notify authorities before paying and a mandatory 
incident-reporting regime, with an initial report expected within 72 hours — likely legislating in 2026. With 
payment restricted or scrutinised, tested offline backups and a rehearsed continuity plan become the 
difference between a bad week and a closed business. 

HOW YBSL FIXES IT   MSP & Managed IT, with the vCIO. 
Builds and tests your Business Continuity and Disaster Recovery plan and offline backups; the vCIO owns the 
board-level continuity strategy so recovery is a rehearsed process, not a panic. 
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If you make anything connected, EU Cyber Resilience Act reporting duties now apply.  

Since 11 September 2026, manufacturers of products with digital elements have had to report actively
exploited vulnerabilities and severe incidents. If you sell anything with software or connectivity into 
Europe, which is increasingly common on the factory floor and in modern products, this is a firm 
obligation and the clock is already running, on top of the OT and ICS security buyers already ask about. 

HOW YBSL FIXES IT   OT & ICS Security, with the vCISO.  
Assesses your operational technology against IEC 62443, segments OT from IT, and documents the controls and 
vulnerability-handling process the Act and your buyers expect. 

 

The strategic layer: this only works joined up. 

Sixteen separate suppliers, each doing their own thing, produce sixteen disconnected documents that 
contradict each other under scrutiny. The failures above rarely happen in isolation — a lapsed certificate, 
an out-of-date website and a missing policy compound. The vCIO and the wider Alliance exist to make the 
technology and compliance decisions tell one coherent story to the buyer. 

HOW YBSL FIXES IT   vCIO Technology Advisory — the bridge across the Alliance. 
Provides board-level oversight, a roadmap aligned to your bid pipeline, and coordination across every specialist 
so each investment strengthens your bid position rather than sitting in a silo. 
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   The bottom line 

 

Two truths cut through all of it. First, separate a fine from a lost bid — health & safety, employment law 
and data protection fine you today; Cyber Essentials, insurance, financial standing and social value cost 
you the contract. Both hurt; only one involves a regulator. Second, separate what the law forces on you 
from what your customers force on you — most manufacturers sit below the statutory thresholds for 
carbon and modern slavery reporting, but their biggest customers demand the same evidence in every 
tender. The ostrich loses the work either way. 

The point of the Cure Alliance is not sixteen invoices. It is one coordinated plan that closes the gaps in the 
order that matters — starting with whichever one is costing you the next contract, or the next inspection. 

16 Specialists. One Coordinated Plan. 

Book a YBSL Health Check and we will show you exactly where you would be eliminated or fined — and fix 
the highest-priority gap first. 

Rob Atkins  ·  rob@yourbestsolution.co.uk  ·  yourbestsolution.co.uk 

 

Sources 

Facts in this report are drawn from published UK and EU regulatory sources current at July 2026, including: Employment Rights Act 2025 
and its commencement roadmap (GOV.UK); Cyber Essentials v3.3 / April 2026 requirements (NCSC / IASME); Procurement Act 2023 and 
the National Procurement Policy Statement (GOV.UK, PPN 002/003); SECR and Modern Slavery Act thresholds (Companies Act 2006 / 
Home Office); UK GDPR (ICO); the Cyber Security and Resilience Bill (UK Parliament); the UK ransomware legislative response (Home 
Office, 2025); and the EU Cyber Resilience Act. Figures and dates should be confirmed against the current position before use in a live bid. 
This document is guidance, not legal advice. 
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